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Abstract: In electronic environments in which user actions can be easily traced
there is a natural human want for privacy. A typical example of this is an
application in which a user uses a mobile phone as a virtual door key. In this
scenario it is easily possible to log the time whenever a valid user enters the
door. In some practical environments even this (theoretical) possibility of privacy
breach prevents the usage of electronic door access systems.

A Zero-knowledge proof of knowledge is a powerful cryptographic building
block which can solve privacy issues in protocols.

What is problematic is that this privacy protection is paid by a significant
increase of protocol complexity. It becomes quite cumbersome to efficiently
implement such proofs by hand, especially for non-experts in cryptography. In
addition, the processing speed drastically decreases by using zero-knowledge
proofs of knowledge. This is a serious problem, especially on mobile devices
where the processor speed is much lower than on desktop computers.

In our department we are working on finding solutions for these two problems.
Firstly, we simplified the development of privacy-preserving protocols by using a
high-level language. The developer specifies the protocol on the basis of
building blocks, which hide the internal cryptographic details. Secondly, our
compiler supports the possibility to optimize the proofs and outputs code for
various platforms (e.g. desktop computers, mobile phones) to increase
performance.
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